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ABSTRACT

Ilicit tempering of computer systems (computer misuse) takes many forms and the most common are
probably hacking and computer viruses. Hacking generally refers to activity of gaining unauthorized
access to a computer system or network. Computer viruses generally refer to programs which replicate
themselves, delete stored information or alter the stored information from the infected computer. Hacking
is often the first step in a computer misuse instance. Once a hacker has managed to gain unauthorized
entry to a computer system he or she can then try to reprogram the system, delete or modify the data
contained therein.

INTRODUCTION

Information brokers have been around for decades, however, a new breed of information broker
has emerged in recent years; the kind that sells personal information to anyone requesting it
electronically via the Internet.

People search and genealogy websites have come under fire and some consumers are concerned
that personal information online can be used to commit identity theft. Privacy advocates have
become extremely concerned about the ease with which people can obtain personal information
online.

The Impact of hacking activities on internet infrastructure can also be broadly classified into
different categories viz. DNS Hacking Attacks, Routing Table Poisoning Attacks, Packet
Mistreatment Attacks, Denial of Service (DoS)Attacks.

DNS attacks have illustrated the lack of authenticity and integrity of the data held within DNS as
well as in the protocols that use host names as an access control mechanism.

Routing tables are used to route packets over the Internet. They are generated by exchange of
routing information or updates between routers. Poisoning attacks refer to the malicious
modification or "poisoning™ of routing tables. This can be achieved by maliciously modifying the
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routing information update packets sent by the routing protocols. This can result in wrong entries
in the routing table and could lead to a breakdown of one or more domains of the Internet.

In packet mistreatment attacks the malicious router mishandles packets, thus resulting in
congestion, denial of service, and so on. The problem becomes intractable if the router
selectively interrupts or misroutes packets resulting in triangle routing, i.e. loop formation.

In Denial-of-Service-Attack, the packets are routed correctly but the destination becomes the
target of the attackers. In a typical DoS attack, the attacker node spoofs its IP address and uses
multiple intermediate nodes to overwhelm other nodes with traffic. DoS attacks are typically
used to take important servers out of action for a few hours, resulting in DoS for all users served
by the server. It can also be used to disrupt the services of intermediate routers.

There are various state-of-the-art technologies for information security includes Biometric
security solutions, Honey Pot Decoys and Padded Cells, Tokens, Cryptography and Digital
signature technologies etc.

Biometric technologies are available today that can be used in security systems to help protect
assets. Biometric technologies vary in complexity, capabilities, and performance and can be used
to verify or establish a person's identity. Leading biometric technologies include Facial
recognition, Fingerprint recognition, Hand geometry, Iris recognition, Retina recognition,
Signature recognition, Vein recognition, Voice recognition, DNA Fingerprint, Deep tissue
illumination & Keystroke pattern etc. Biometric technologies have been used in federal
applications such as access control, criminal identification, and border security.

In Honey Pot Decoys and Padded Cells the anonymity of the Internet that allows identity thieves
to hide conceal their true identity so effectively can be a double-edged sword used against them.
A token is a hardware or software device carried by, or in possession of, a computer user. The
token contain an electronically recorded and encrypted password. Alternatively, it may have an
on-board processor that can store and retrieve such a password when needed.

Cryptography has a variety of purposes and requires different kinds of key management for its
three applications in communications, storage, and digital signatures. In communications,
communicators use cryptography to protect information in transit when it is particularly
vulnerable (i.e., going through the cyberspace) because the senders and receivers typically do not
have control over the communication route. This application requires short-term protection by
encrypting the information before it is sent, and decrypting it upon arrival. Sender's systems may
generate keys or receive keys from the intended receiver for short-term use.

REVIEW OF LITERATURE

The various technologies used for information security have been studied and a novel biometric
approach used for combating terrorism has been proposed. A review of the digital signatures
based on PKI technology has been made. A review of Information Technology Act 2000 and
various sections of the act related to digital signatures, their legal meanings, digital signature
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certificates, issue/suspension/revocation of digital signature certificate and various certifying
authorities for Information Technology rules have been reviewed.

In the field of information technology, there is always possibility for improvement and progress
especially with respect to authentication, cryptography and privacy enhancing systems. As a step
forward, certain ongoing projects like graphical password, Enhanced Token and Multi-Modal
Biometrics provide the provision of a higher level of security that minimizes the risk of hacking
the identity on the internet.

Graphical passwords which claim to be more memorable to users. The HumanAut project at
Carnegie Mellon University requires the user to choose the pictures he/she has memorized from
a sequence of images.

Enhanced tokens include multi-function smart cards that store multiple passwords on a single
token and can perform other tasks, such as employee identification (employee identity card) or
cafeteria debit. For wireless convenience, new security tokens will contain a Radio Frequency
Identification tags (RFID) or Bluetooth chip, both for wireless detection in the proximity of a
reader. PDAs will also be enhanced with hardware and software to securely store passwords and
other secure or private information.

MATERIAL & METHODS

These tools are used in minimizing the risk and to make password more memorable to users and
include multi-function smart cards that store multiple passwords on a single token.

Enhanced tokens include multi-function smart cards that store multiple passwords on a single
token and can perform other tasks, such as employee identification (employee identity card) or
cafeteria debit. For wireless convenience, new security tokens will contain a Radio Frequency
Identification tags (RFID) or Bluetooth chip, both for wireless detection in the proximity of a
reader. PDAs will also be enhanced with hardware and software to securely store passwords and
other secure or private information.

New and Multi-modal biometrics attempt to address some of the shortcomings of current
biometric solutions. Multi-modal biometrics combine different biometric modalities to
strengthen security, reduce false rejections, and provide alternatives to the user. New biometrics
includes gait recognition, infrared capture of blood vessel patterns, and implantable chips.

RESULTS

The various technologies used for information security have been studied and a novel biometric
approach used for combating terrorism has been proposed. A review of the digital signatures
based on PKI technology has been made. A review of Information Technology Act 2000 and
various sections of the act related to digital signatures, their legal meanings, digital signature
certificates, issue/suspension/revocation of digital signature certificate and various certifying
authorities for Information Technology rules have been reviewed.
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DISCUSSION

Minimizing Recurrences: Guidelines for Information Disclosure

0] People are encouraged to request and use password-protected credit cards, and bank and
phone accounts. To avoid using easily available information like their mother's maiden name,
their birth date, the last four digits of their SSN, their phone number, or a series of consecutive
numbers.

(ih People must refrain from giving out their personal information on the phone, through
emails, or over the Internet unless they have initiated the communication or are sure they know
who they are dealing with. Identity thieves are clever, and “have posed as representatives of
banks, Internet service providers (ISPs), and.even government agencies to get people to reveal
their SSN, mother's maiden name, account numbers, and other identifying information. Before
consumers share any personal information, they must confirm that theysare dealing with a
legitimate organization.

(iit) People should be careful when storing-their financial records, birth date, and bank
account numbers on their.computer, andishould ensure that virus protection software should be
updated regularly, and patches for the operating system and other software programs should be
installed to protect against Intrusions and infections that.ean lead to the compromise of their
computer files of passwords. ldeally; virus protection software should be set to automatically
update each week:

(v People are recommended to use firewall programs, especially if they use a high speed
Internet connection like cable, DSL that leaves.their computer connected to the Internet 24 hours
a day. The firewall program will allow them™to stop uninvited and unauthorized access to their
computer.

Y} It is advisable“not,to open files sent from an unknown source or a stranger, or click on
hyperlinks or download “programs from untrustworthy sources. People should be careful about
using file-sharing programs.:Opening a file could expose their system to a computer virus or a
program known as "spyware", which could capture their passwords or any other information as
they type it.

() Consumers and businesses are encouraged to use a secure browser and encryption
software when entering into online transactions or sending their personal information to trusted
sites.
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PROPOSED WORK

A novel approach based on biometric that can be used for combating terrorism has been
proposed. The proposed solution presents a simplified travel plan for passengers based on
biometrics and also elaborates how biometric data sharing can be done among different airports.
A security scheme based on biometric screening based on multi-pass security checks has been
depicted. The present thesis deals with the various threats related to information security.

CONCLUSION & FUTURE WORK

In the field of information technology, there is alwaysfpossibility for improvement and progress
especially with respect to authentication, cryptography and privacy enhancing systems. As a step
forward, certain ongoing projects like graphical password, Enhaneed Token and Multi-Modal
Biometrics provide the provision of a higherlevehof security that minimizes the risk of hacking
the identity on the internet.

Graphical passwords which claim to be ‘'more memorablesto, users. The Human Aut project at
Carnegie Mellon University requires the user to choose the pictures he/she has memorized from
a sequence of images.
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